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MIHICTEPCTBO OCBITU I HAYKU YKPATHU
JIEP)KABHUU VHIBEPCUTET «KUIBCbKUI ABIAIIIMHUI IHCTUTY T»

Y KAI

OCBITHBO - ITIPO®ECIFMHA ITIPOT'PAMA

«be3nexa iHGopMaALIMHUX | KOMYHIKAIIMHUX CHCTEM»

Jpyroro (maricrepcbKoro) piBHsi BUII0I OCBiTH

3a cnemiajgbHicTIO 5 «Kidep0e3nexka Ta 3axucT indopmanii»

rajay3i 3HaHb F Indopmauiiini TexHoa0rii

CMs KAI OIT M 1D65513 - 01 — 2025

OcBiTHBRO-TIpO(heciiiHa mporpama
3aTBepkeHa Buenoro pagoro KAI

POTOKOJ Ne Bill 2025 p.
BBoauThcs B Ait0 Haka3oMm B.o. mpe3uaeHTa KAI
BIJ 2025 p. Ne

B.o. npe3unenta

Kcenizs CEMEHOBA

KUIB
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BpaxoBano Cranmapt BUIIOI OCBITH YKpaiHH: Ipyroro (MarictepchKoro) piBHsi, raimy3i 3HaHp 12
«ladopmariiini TexHosorii», cnemianbHicTh 125 «KibepOesnekay. CraHmapT BHIIOI OCBITH
3aTBEPIKEHO 1 BBEJICHO B JIit0 Haka3oM MiHicTepcTBa OCBITH 1 Hayku Ykpaiau Bin 18.03.2021 p.

Ne 332.

JIMCT NOTOAKEHHSA
OCBITHBO-TIpO(eciiiHOi mporpamu

I[NIOI'O/IXKEHO [HOI'OP’KEHO
HaykoBo-MeTtoanunoro pagoro KAI Buenoto pagoro daxynpTeTy KOMI IOTEPHUX HAYK
nporokon Ne Ta TEXHOJIOTTH
BIJT « » 2025 p. npoTokos Ne
T'onoa HMP KAI, BIT « » 2025 p.
MIPOPEKTOP 3 HaBYAIbHOT poOOTH I'omoBa Buenoi paau

(bakyabTeTy KOMIT FOTEPHUX HAYK Ta TEXHOJIOT 1A

Amnaroniit [ITOJIYXIH Anppiit @ECEHKO

I[NIOI'OJIXKEHO [TOI'OXKEHO
Kadenporo kibepOe3nexu CTYIeHTCHKOIO Pajioto
MpOTOKOJ 3acimanus No (hakyIbTETy KOMIT FOTEPHUX HAYK Ta TEXHOJIOT N
BIJT « » 2025 p. npotokoa Ne

BIJI « » 2025 p.

['onoBa CTymeHTChKOT pamul haKysIbTeTy
3aBinyBau Kadeapu Anna [JIb€EHKO Bnacue im’s TTPI3BUILE
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INEPEIMOBA

Po3pobneHo  poGodoro  rpymoro  ocBiTHRO-TpodeciiiHoi  mporpamu  (cmemiambHOCTI  F5
«KibepbOe3neka Ta 3axuct iHGOpMAaLii») y CKIaIi:

y CKJIaJIi:
'APAHT OCBITHBOI I[TPOI'PAMMU:
JIBEHKO AnHa - K.T.H., JIOIl., 3aBiyBau Kadenpu kibepoe3nexu
BagumiBaa
. MIJIIC rapanTa
YJIEHU POBOYOI I'PVIIN:
BUCOIIBKA Onena - K.T.H., JIOIL., IOLIEHT Kadeapu KibepOe3nexu
OnexkcaHipiBHA
HiJNHIC YeHa pododoi rpynu
ITETPEHKO Annpiii - K.T.H., JIOIL., IOIIEHT Kadeapu KibepOe3neKn
bopucosuu
MANKC WieHa poOoyoi rpynu
- 3700yBav(Ka) BUIIOI OCBITH 3a
OCBITHBOIO MPOTPAMOI0, TPyTIa. ..
nianuc 3100yBaya BUIIOI OCBITH
30BHIIIHI CTEUKXOJIJEPU:

Pemen3ii, BIryKu 30BHINTHIX CTEHKXOIIEPIB (101aI0THCS).

PiBens noxymenrta — 36
[InanoBuii TepMiH MDK peBi3iaMu — 1 pik
KoHTpoabHuii npuMipHuK



Y KAI

CHcTeMa MeHEIKMEHTY SIKOCTi
OCBITHBO-TTPO®ECIITHA [TPOTPAMA
«Bbe3nexa indopmaniiinnx i komyHikaniiiHuX cucTemM»
nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH
3a ClieniaabHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii»

udp
JIOKYMEHTA

CMs KAIOIIM
1D65513- 01 — 2025

Crop. 4321

1. IIpoginsb ocBiTHLO-pOdeciiiHol mporpamMu

Po3aia 1. 3aranbha indopmanis

[ToBHa Ha3Ba 3aKiialy BULIOL

JlepxaBHE HEKOMEPIIIHHE MIAPUEMCTBO «Jlep kaBHMIA
yHiBepcuteT «KuiBchkuii aBialiiHUN IHCTUTYTY.

1.1. |ocBiTH Ta CTPYKTYPHOTO , .
. ) @aKynbTeT KOMIT IOTePHUX HAYK Ta TEXHOJIOTIH
[HAPOSALLY Kadenpa kxibepOe3meku;
;
Crynieb BH.HI.O ! 0(?.1.3 1T Ta OcgitHiii cTyninp Marictp
1.2. |na3Ba kBamiikaiii MOBOIO . X
. Marictp 3 kibepOe3neku
OpuriHay
OdimiitHa Ha3Ba OCBITHHO- . . . o
1.3. e besneka iHpopMaiiHUX 1 KOMYHIKALIHHUX CUCTEM
npodeciiiHoi mporpamu
Tun gumiomy, oocsT
OCBITHBO-TIPO(eCiitHOT Huninom marictpa, onuanananid, 90 kpenutie €KTC,
14, |1pPOrpamu, ¢dopMmu 3100yTTS | pO3paxXyHKOBI CTPOKM BUKOHAHHS OCBITHBOI IPOTPAMH:
""" | OCBITH Ta PO3paXyHKOBI 1 pik 6 micsi (nerra hopma 3100yTTsI ocBiTH ) / 1 pik 6
CTPOKM BUKOHAHHS OCBITHBOI |Micsiili (3a09Ha popMa 3700yTTS OCBITH)
IpOTpamMu
. . HamionansHe areHTCTBO 13 3a0€3MeUeHHs SIKOCT1 BUIIOT
1.5. | AkpenuTariiiina IHCTUTYII1s )
OCBITH
1.6. |Ilepiox akpenurarii Tepwmin nii ceprudikary mo 01.07.2023 p.
Hpyruit (Maricrepcbkuii) piBeHb 7 piBeHb HamioHanmpHOT
pamku kBamidikamii Ykpainu (HPK Vkpaiaum), npyruit
1.7. |uxn/piBeHb UK €Bporelickkoro mpoctopy Buiioi ocsitu (FQ-EHEA),
7 piBeHb €BponercbKOi paMKu KBamiikaiiid 1jiss HaBYaHH
BIpoaoBxk kuTts (EQF-LLL)
Jnst 3100yTTS  OCBITHBOTO PIBHSA MAaricTpa MOXYTh
BCTyNaTH 0coOw, 1o 37100y7IM OCBITHIM piBEeHb OakaiaBpa.
[Iporpama ¢axoBuX BCTYIMHHUX BUIPOOYBaHb JJIs OCIO, IO
3100yaM TOMEpeaHi pIBeHb BWINOI OCBITH 3a IHIIMMH
CHEIIaTbHOCTIMUA  TOBHHHA  Tependadyatd  IMepeBipKy
HAaOyTTsIT 0c000I0 KOMIETEHTHOCTEH Ta pe3ynbTarTiB
HABYaHHs, [0 BU3HAYCHI CTAaHAAPTOM BHUIIOI OCBITH 31
1.8. |Mepenymos cneniaipHocTI F5 Ki6ep6e3nega Ta 3aXI/£CT igd)opMauiI JUIA
nepiroro (6akagaBpChbKOT0) piBHS BUIIOT OCBITH.
3akiany  BHMINOI  OCBITM Mae€ TPaBO  BHU3HATH  Ta
nepe3apaxyBatu  kpemgutn  €KTC,  oTpumani 3a
HOTEPETHBOI0 OCBITHBOIO MPOTrPaMoI0 MiIrOTOBKH Marictpa
(cmermiamicTa) 3a IHIIOK CHEHIANBHICTIO. MaKkcuManbHUN
obcsar kpeautie €KTC, mo moxxe OyTH nepe3apaxoBaHUH,
CTaHOBUTH 25% BiI 3araJbHOro 00CATY OCBITHBOT
pOrpamMu.
1.9. |®opma HaBuaHHS Ouna (neHHa), 3a09Ha
1.10 |MoBa(u) BUKIaAaHHS VYkpaincbka
InTepHer-anpeca nocTiHOTO http://kal.edu.ua
111 |PO3MIIlIEHHs OMHCY OCBITHEOT | hitp://www.kszi.nau.edu.ua

porpamu



http://kai.edu.ua/
http://www.kszi.nau.edu.ua/
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Po3zaia 2. Iline ocBiTHRO-TIpO(eciiiHol nporpamu

2.1.

Linb OCBITHBO-TIPO(eCiitHOT Iporpamu 0JIATae B HiIroTOBIII
BHCOKOKBaJTi(hiKOBAaHUX, KOHKYPEHTOCIIPOMOXKHHX (haxiBI[iB Ha TI00ATLHOMY PHHKY Tpalli,
3MATHUX PO3B’A3yBaTH 3ajadi JOCTIAHUIBKOTO Ta IHHOBALIHHOTO Xapakrepy y cdepi
kibepOesmekn Ta 3axucty iHQopmarii, 3abe3nedeHHs 3100yBaviB BUINOi OCBITH
(yHIaMEHTAIBHOIO TIArOTOBKOIO Yy BHIJISI TOTJIMOJCHUX TEOPETUYHUX 1 MPAKTUIHUX
3HaHb, YMIHb Ta HABUYOK, JOCTATHIX /Il €)EKTUBHOTO BUKOHAHHS 3aBJaHb BiIMOBIIHOTO
piBHS mpodeciitHoi AisbHOCTI B cdepl 3axXucTy 1HPopMalii Ta 3 ypaxyBaHHIM crerudiku
aBlallifHOT Tajy3l; OBOJIOAIHHS CTyJIE€HTaMHM 3HAHHSIMH, BMIHHSAMH Ta HaBUYKaMHU 3
MIPOEKTYBAHHS, EKCIUTyaTallii Ta BIPOBA/PKEHHS CY9aCHUX TEXHOJIOT1H, METOIIB Ta 3ac00iB
3a0e3nedyeHHsT Oe3neku 1H(OpMalIHHUX 1 KOMYHIKAI[IWHUX CHUCTEM 3aJii TMO3UTHUBHOTO
BHECKY Y PO3BUTKY CYCIUIbCTBAa Ha HAIllOHAIBHOMY Ta MDKHApOJHOMY pIBHSX dYepes
reHepalilo HOBUX 3HaHb Ta IHHOBALIMHUX 11l 3 ypaxyBaHHsAM noTpel IT puHKy, a Takox
aBialiitHO1 ranmy3i YkpaiHu.

Po3zaia 3. XapakTepuctuka ocBiTHLO-npodeciiiHoi nporpamMu

3.1

00’exkTH BUBYEHHSI:

— CydYacH1 IpOLECH JOCTIKEHHS, aHali3y, CTBOPEHHS Ta
3a0e3neyeHHs] PyHKUIOHYBaHHS 1HGOPMALIHHUX CUCTEM 1
TEXHOJIOT1, IHIMUX Oi3HeCc-OomepaliiHuX TMpOIEeCiB Ha
00’exktax 1H(MOpMaIIHHOT AISUTBHOCTI Ta KPUTHYHHX
HppacTpykTyp chepu iHDOpMalliiiHOi Oe3mneku Ta/abo
kibepbOe3neku;

— 1HdopMaIiitHi CHUCTEMHU (iHpopmariiino-
KOMYHIKaIIiiHI, 1HbOpMaITIiTHO-TeIEKOMYHIKAIT1iTHI,
ABTOMAaTH30BaH1) Ta TEXHOJIOT1i;

— 1H(ppacTpykTypa 00’€KTIB iH(POPMAIITHOI MiSUTBHOCTI
Ta KpUTUYHUX 1HPPACTPYKTYD;

— CHCTeMH Ta KOMIUIEKCH CTBOpPEHHs, OOpoOKH,
nepemadi,  30epiraHHs,  3HUIIEHHS,  3aXHCTy  Ta
BigoOpakeHHs gaHuX (iH(GopMaIiifHUX MOTOKIB);

— 1H(dopMaliiiHi pecypcH pi3HUX KiaciB (B T.4. IeprKaBHI

[IpeameTHa obmacthb (00°€KT || o
iHbOpMaliiiHI pecypcu);

TISUTBHOCTI, TEOPETUYHHUI
3MicT) — @porpaMHe Ta IpPOrpaMHO-arapaTHe 3a0e3leYeHHs

(3acobu) Kibep3axucTy;

— CHCTeMH YOpaBliHHA iHpoOpMaIiiiHOIO  0e3MmeKoro
Ta/ab0 KibepOe3neKoro;

— TEXHOJIOT1i, METO/I1, MOJIeJIi Ta 3acO0M 1HpOpMaIiiiHOT
6e3neku Ta/abo kibepOe3neKu.

isti HaBUaHHSA:

[TigroToBka ¢axiBIiB, 3AaTHUX pPO3B’SA3yBaTH 3aaadyl
JTOCTIAHUIIBKOTO Ta/ab0 1HHOBALIITHOTO XapakTepy Y
cdepi iHopmarriitHoi Ta/abo kibepOe3neKu.
Teopernunnii 3MicT npeaMeTHOI 001acTi

TeopernuHi 3acagy HAyKOEMHHX TEXHOJIOTiH, (izuyHi i
MaTeMaTH4H1 ¢byHIaMeHTabH1 3HAHH, Teopii
ineHTudikanii Ta NOPUMHATTA pIlIEeHb, CHCTEMHOTO
aHaJi3y, CKJIQJIHUX CHUCTEM, MOJICIIOBAHHS Ta ONTUMI3aIlii
IpoIIeciB, Teopis MaTeMaTU4YHOT CTaTUCTHKH,
KpUNTOrpadiyHOro Ta TEXHIYHOTO 3aXUCTy iH(opMaIli,
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TeOopil PU3MKIB Ta IHIIUX MDKAUCHUILTIHAPHUX TEOPid i
OpakTUK y Tany3i iHdopmariiftHoi Oe3neku Ta/abo
KibepOe3neKu.

MeToau, METOAUKH TA TEXHOJIOTIL

Metomu, MoOzeli, METOJAMKH Ta TEXHOJOTI CTBOPCHHSI,
00po0KH, nepenayi, MpUAMaHHS, 3HUIIICHHS,
BioOpakeHHs1, 3axucty (kibep3axucry) iH(popmamiiHIX
pecypciB y KiOepmpocTopi, a TakoX METOIU Ta MOJENl
pO3pOOKM  Ta  BHKOPUCTaHHS  MPHKIATHOTO 1
CIeIiaTi30BaHOTO  MPOTPAMHOTO  3a0€3IMeUeHHs IS
BUpILLIEHHST TpodeciiiHuX 3a7a4y B ramys3i iHpopMaliiHO1
Oe3neku Ta/abo kibepOe3neKu.

TexHosorii, METOAM Ta MOJEN IOCTDKEHHS, aHaTi3y,
yOpaBmiHHS —Ta  3abe3nmedyeHHs — Oi3Hec/omeparniiHux
MPOLIECIB 13 3aCTOCYBAHHSM CYKYIHOCTI HOPMaTHBHO-
MMPaBOBHX Ta OPraHi3aIifHO-TEXHIYHUX METOIIB 1 3ac00IB
3axXUCTy 1H(MOPMaLIHHUX pecypciB y KibepnpocTopi.
IncTpymenTH Ta 00JIaAHAHHA.

3aco0u, TpPHCTPOi, MepexHe  yCTaTKyBaHHS  Ta
CepeloBHINe, MPUKIAIHE Ta CIeIiali3oBaHe MporpamMHe
3a0e3IeYeHHs], aBTOMaTU30BaHI CHUCTEMH Ta KOMILJIEKCH
IPOEKTYBaHHs, MOJICIIOBaHHS, €KCIUTyaTallii, KOHTPOJIIO,
MOHITOPUHTY, 00pOOKH, BIIOOPa)KEHHS Ta 3aXUCTY JaHUX
(tHbopMaIIfHUX TIOTOKIB), a TaKOX METOJM 1 MOoJemi
TeOpii PHU3MKIB Ta  YOpaBIiHHA  1HGOPMAIIHHUMU
pecypcaMu MpH JOCIIHKEHHI 1 CYyNPOBOKEHHI 00’ €KTIB
iHbopMaIiiHOT MIITBHOCTI Yy Taiy3i iHdopMaIiiHoi
Oe3reku Ta/abo KibepOe3neKu.

3.2.

OpieHTallist OCBITHBO-
npodeciitHoi mporpamMu

[TporpaMa Mae MpUKIaJHY OPIEHTALIIIO.

bazyeThcsi Ha 3arajgbHOBIIOMHX IMOJIOKCHHSX, PE3yIbTaTax
Cy4acHMX HAyKOBHUX JOCII/PKEHb Ta HOBUX 3HAHHAX Yy cdepi
kibepOe3rneku, HeoOXiMHUX JuIsi MalOyTHBOI mpodeciitHoi
TMISUIBHOCTI  MAaricTpiB, 3JaTHUX  BUPINIYBaTH  MEBHI
npoOieMu 1 3aAadi 3a YMOBH OBOJIOAIHHS CHCTEMOIO
KOMIIETEHTHOCTEM.

3.3.

OcHoBHUI (pOKyC OCBITHBO-
npoceciiHoi mporpamMu

3aranbHa BHIA OcBiTa B ranysi «lHdopmarliiiHi TEXHOIOT11»
3 MOTIMOJICHOIO CIEIialli30BaHOI0 MIiATOTOBKOI B cdepi
iHpopMmaniiiHoi Ta  kibepbe3meku, B TOMY  YHCHI
MOJICJIIOBAHHS, PO3p0o0Ka, BIPOBAKEHHS 1 eKCIUTyaTallis
OpOTpaMHUX Ta MPOrpaMHO-aNapaTHUX KOMIUIEKCIB Ta
3ac00iB 3axucTy IiHQopmanii Ha 00’€KTax KPUTUYHOI
IHQpacTpyKTypH, aBiallifHOi Tramdy3i Ta  HapOJHOTO
rocroapcTBa.

KmtouoBi cnoa: kiGepOe3neka, iHpopMmarliiiiHa Oe3mneka,
KpHUITOrpadiuHuii 3aXUCT iH}popmarii, 3aXUCT
NEPCOHANBHUX JaHUX, 3aXUCT IHQOpMAIll, 3aXUCT Bia
HECAaHKI[IOHOBAHOTO JOCTYIY, €JEKTPOHHUH 1uppoBuit
HIIUC, TEXHOJIOTI 3abe3nedyeHHs 6e3nexu iHpopMmariii

3.4.

Oco06mMBOCTI OCBITHBO-
npoeciiiHoi nporpamu

[Iporpama nependavyae BUBUECHHS:
3aKOHOJIaBY0i, HOPMATUBHO-NPaBOBOI 0Oa3n VYKpaiHH Ta
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BUMOT BIIIOBIIHUX MDKHAPOJHUX CTaHIAPTIB 1 MPAKTUK
1010 3A1HCHEHHS TPO(ECiifHOT TiSUTBHOCT;

METOJIB Ta 3aco0iB  opraHi3amii 1 BIPOBaPKEHHS
KOMILIEKCY 3aXOJIB 11010 3a0e3MeueHHs KioepOe3neKy;
CTPYKTYpHUX MoOJeNe opraHizamii cuctem Oe3neku
iHpOpMamifHMX  MepexX  Ta  IPOrpaMHO-anapaTHHX
KOMIUIEKCIB 3aXUCTY iH(pOpMaIIii;

METO/IIB Ta 3aco0iB TEXHIYHOIO Ta KpPUOTOIrpadigyHOro
3axucTy iHhopMaIrii ToIIo.

BinMiHHICTE mporpamu — peamizamis MoJel HiArOTOBKU
¢axiBuiB B chept  Oesnmexku  iHQopmamiHHX 1
KOMYHIKaIIMHUX cucTeM 3 ypaxyBaHHsAM notped IT punky,
a TaKo’K aBlallliiHOT rany3i YkpaiHu.

Y OIIIl nemae anamoriB cepenq 3BO VYkpaiam momo
BpaxyBaHHSl Tally3eBOr0 KOHTEKCTY (PyHKI1OHYBaHHS
aB1aIlIfHOTO CEKTOPY.

Po3znin 4. IlpuaaTHicTh BUNYCKHMKIB /10 NPAaNeBJAIITYBAHHA TA M0JA/bIIOT0 HABYAHHSA

4.1.

[IpunaTHicT 10
MpareBJIaITYBaHHS

Bunycknuku  migroroieHi  go  pobotu y  cdepi
KibepOe3nekn B CKIaAl BIAMOBIIHUX CIYXO 3aXUCTy
iH(dopMarllii opraHizaimiii, mMANPUEMCTB Ta OaHKIB; y cdepi
pO3pOOKH, BOPOBAHKEHHS 1 €KCIUTyaTallii MporpaMHHUX Ta
MpOorpaMHO-amapaTHUX KOMIUIEKCIB Ta 3aco0iB 3aXHCTy
iHbopmarii; B Tamy3l  kiOepbesmekum B CKiami
MPaBOOXOPOHHUX  OpraHiB; y cdepi 3abe3nedeHHs
kibepOe3nekn B kiOepmpocTopi (30kpemMa, Ha 00 ekTax
KPUTUYHOI 1HPPACTPYKTYpH, B CIyX0ax Ta Miapo3aiiax
aBiaIliifHOT Oe3MeKn)

4.2.

Honan},me HaB4YaHHA

[TpaBo IIPOJIOBKUTH HaBYaHHS Ha TPETHOMY
(ocBITHROHAYKOBOMY) piBHI BHIOi OCBiTH. [IpaBo HabyBaTu
J0aTKOBI KBasTi(ikallii B CUCTEMI MICISIIUIIIOMHOT OCBITH

Po3ain 5

. Bukjaganus Ta oniHioBaHHA

5.1.

Buxknaganas ta

HaBYaHHs (METOH,
METOIMKH, TEXHOJIOTI,
IHCTpYMEHTH Ta 00JIaHAHH)

[pYHTYIOTbCS Ha IPUHLMUIAX CTYIAEHTOLEHTPU3MY Ta
IHAMBIAYaIbHO-OCOOUCTICHOTO  MIAXOAY;  pealli3yloThCs
yepe3 HaBYaHHS Ha OCHOBI JIOCHIDKEHb, MOCUJICHHS
NPaKTUYHOI OPIEHTOBAHOCTI Ta TBOPYOI CIPSMOBAHOCTI Y
dopmi  komOiHamii  JIEKIId, MPAKTUYHUX  3aHATH,
CaMOCTIHHOT HaBUaldbHOI 1 JOCHITHUIBKOI poOOTH,
PO3B’sI3yBaHHS MPUKIATHUX 3a/1a4, BUKOHAHHS TPOEKTIB,
HaBYAJIbHUX Ta BUPOOHHUYUX MPAKTHK, KYpPCOBHX pOOIT
(mpoekTiB), kBadiikanitHOT poOOTH.

Memoou, memoouku ma mexnonocii. Metoau, MoJeni,
METOJMKH Ta TEXHOJIOTii CTBOPEHHs, 0OpoOKH, mepenadi,
npUMaHHS, 3HUIINEHHS,  BINOOpaKeHHs,  3aXUCTy
(xibep3axucty) iHpopmMaLiiiHuX pecypciB y kibepmpocropi,
a TaKoXX METOJU Ta MOJeNi PO3pOOKH Ta BHUKOPUCTAHHS
MPUKIATHOTO 1 CIeIiali30BaHOTO MPOrpamMHOTO
3a0e3neueHHs Ui BUpIIeHHs podeciiHuX 3a/1au B raimys3i

iHpopManiitHO1 6e3nexkun Ta/abo kibepOesnexku. TexHoorii,
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METOJIM Ta MOJIENi JOCIIKCHHS, aHalli3y, yIpaBIIHHA Ta
3a0e3neueHHs Oi3Hec/onepamiiHux npoIeciB 3
3aCTOCYBaHHSM CYKYIMHOCTI HOPMATHBHO-TIDABOBHUX Ta
OpraHi3alifHO-TEXHIYHUX METOIIB 1 3aco0iB 3aXHUCTy
iHpOpMaLifHIX pecypciB y KiOepIpoCTopi.

Incmpymenmu ma oéaaonanna. 3acobu, MPUCTPOI,
MEpEKHE YCTAaTKyBaHHS Ta CEpEeAOBHIIE, NPUKIAJHE Ta
crieriaigizoBaHe MporpaMHe 3a0e3MeueHHs, aBTOMaTU30BaH1
CHCTEMH Ta KOMIUIEKCH MPOEKTYBaHHS, MO/ICIIOBAaHHS,
eKCIUTyaTalli,  KOHTpOJII0, = MOHITOPUHTY,  OOpOOKH,
BIIOOpaK€HHS Ta 3axUCTy JaHuX (IHpopMaliiiHUX
NOTOKIB), a TaKOXX METOIU 1 MOJENl Teopli PU3MKIB Ta
yIpaBiiHHSA HPOPMaLIHHUMU pecypcaMu MPpH JAOCTHKEHH1
1 CyNpOBOJDKEHHI 00’€KTiB iH(OpMaIiifHOI NiIBHOCTI y
ranysi iHdopmManiiiHoi 6e3nexu Ta/ado Kibepoe3neKu.

5.2.

BianoBimao mo IlosmoskeHHS Mpo OpraHi3aiio OCBITHBOTO
nporiecy B KAI, peWTHHroBoi CHCTEMHU OIIHIOBAHHS
OnuiHIOBaHHA Ha0yTUX CTYJEHTOM 3HaHb Ta BMIHb, BHM3HAUEHOI IS
KOKHOI HaBYaJbHO1 JAUCIUILTIHK ii poO0YO0I0 MPOrpamoro,
IHIITUX HOPMATUBHHUX JOKYMEHTIB.

Po3aia 6. IIporpamMui koMneTeHTHOCTI

6.1.

3matHiCTh 0ocoOM PpO3B’sI3yBaTH 3aadi JOCTITHUIIBKOTO
Ta/ab0 IHHOBAILIHHOTO XapakTepy y cdepi iHbopMaIiitHOi
Oe3rexu Ta/abo KibepOe3neKu.

InTerpansHa
komneTeHTHICTH (1K)

6.2.

3K 1. 3pgaTHICTH 3aCTOCOBYBAaTH 3HAHHS y MPaKTHUYHUX
CUTYaIIISX.

3K 2. 3parHiCTh MNPOBOIUTH  JOCHIIDKCHHS  Ha
BIJIMTOBITHOMY PiBHi.

3K 3. 3parHicTh 10 aOCTPAKTHOTO MUCJICHHS, aHATI3y Ta
CUHTE3Y.

3K 4. 3parHIiCTh OIIHIOBAaTH Ta 3a0e3MeuyBaTH SKICTh
BUKOHYBAHHX POOIT.

3K 5. 31aTHICTh CHUTKYBaTUCS 3 MPEACTaBHUKAMH IHIITUX
npodeciiiHuX Tpym pi3HOro PiBHS (3 €KCHepTaMu 3 IHIINX
rajy3ei 3HaHb / BUAIB €KOHOMIYHOI iSITBHOCTI).

3aranbHi
komneTeHTHocTi (3K)

6.3.

®K1. 3patHicTh  OOIpyHTOBaHO  3aCTOCOBYBATH,
IHTErpyBaTH, PO3pOOJATH Ta YIOCKOHAIIOBAaTH CY4acHI
iHpopMaliiiHi TexHosorii, Qi3uuHi Ta MaTeMaTH4HI
MOJIeJI, a TAKOXK TEXHOJIOT1i CTBOPEHHS Ta BUKOPHCTAHHS
OPUKIAJHOTO 1  CHEliali30BaHOTO  MPOrpaMHOro
3a0e3neueHHs. Ul BUpIMIEHHS npodeciiHuxX 3axad y
cdepi iHopmarriitHoi 6e3nexu Ta/abo KibepOe3neKH.
®K2. 3patHicTh po3po0nATH, BOPOBADKYBAaTH Ta
aHali3yBaTW HOPMATUBHI  JIOKYMEHTH, IOJIOKEHHS,
IHCTPYKLii ¥ BHUMOTM TEXHIYHOTO Ta OpraHi3aliiiHOro
CIpsSMYBaHHS, a TaKOX IHTErpyBaTH, aHAII3yBaTH 1
BUKOPUCTOBYBATU Kpallli CBITOBI MPAKTUKH, CTAaHAAPTU Y
npodeciiiHiil TisbHOCTI B cdepi iHpopMaliifiHOT Oe3neKn
Ta/abo kibepOe3neKH.

daxoBi KOMIIETEHTHOCTI
(®K)
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®K3. 3patHiCTP  AOCHIDKYBaTH,  po3poomsTh i
CYIIPOBOJKYBAaTH METOJNM Ta 3acobu iHpopMaIiiiHoT

Oe3nekn Ta/abo KibepOe3neku Ha 00’eKxTax
iHpopManiiHO1 TiSUTBHOCTI Ta KPUTUYHOL
IHPPACTPYKTYpH.

®K4. 3patmicte  aHamidyBaTtH,  po3poOmaTH i

CYIPOBO/KYBAaTH CHCTEMY VIIPABIIHHS iHPOPMAIIHHOIO
Oe3nekoro Ta/abo kibepbe3nekoro opranizaiii, GopMyBaTH
CTpaTerito 1 NOJITUKKM 1H(popMmaliiiHOi Oe3neku 3
ypaxyBaHHSAM BITYM3HSHUX 1 MDKHApPOJHUX CTaHJApTIB Ta
BHMOT.

®DKS. 31aTHICT 10 JOCHIIPKEHHS, CHCTEMHOTO aHaJli3y Ta
3abe3neyeHHs  Oe3mepepBHOCTI  Oi3Hec/omnepariiiHux
mporeciB 3  METOI  BH3HAUEHHS  BPa3jIMBOCTEH
iHbOpMaLIfHUX CUCTEM Ta PECypcCiB, aHaJi3y PU3UKIB Ta
BU3HAYEHHS OIIHKMA IX BIUIMBY Y BIAMOBITHOCTI 0
BCTAHOBJIGHOT CTpaTerii 1 MOMITUKH 1HGOpMaIidHOT
6e3neku Ta/abo kibepOe3neku opraHizariii.

®K6. 3natHicTb aHadi3yBaTH, KOHTPOJIIOBATH Ta
3a0e3medyBaTd CHCTEMY YIOPaBJIIHHSA JOCTYIIOM [0
1H(OpMAaIITHUX PECYPCIB 3TIAHO BCTAHOBJIEHOT CTpaTerii 1
noMITUKU 1HGOpMaIliitHoT Oe3neku Ta/abo kidepOe3nekn
oprasizaitii.

®K7. 3patHICT,  IOCHIKYBaTH, PpO3pOOJATH  Ta
BIPOBAKYBATH METOIU i 3aXoau MpOTUITIT
KiOepiHIMAeHTaM, 31HCHIOBATH TPOIEAYPH YIPaBIIiHHS,
KOHTPOJIO Ta pO3CHiAyBaHHS, a TaKOX HaJaBaTH
pexkoMeHAalii 100  MOMEpeKEHHS Ta  aHalizy
KiOEpIHITUEHTIB B IJIOMY.

DKS. 31aTHICTE JOCITIKYBaTH, pO3po0IATH,
BIIPOBA/KYBAaTU Ta CYNPOBOKYBaTHU METOAU 1 3aco0u
KpUINITOrpadiuHOrO Ta TEXHIYHOTO 3aXUCTy iHdOopMaIllii Ha
00’extax iH(pOpMAIIHHOT JISIBHOCTI Ta KPUTHYHOT
iHGpacTpyKTypH, B iH(MOPMALIHHUX CHUCTEMAX, a TaKOXK
3IaTHICTh OIIHIOBAaTH €()EKTUBHICTh X BUKOPUCTAHHS,
3T1JIHO BCTAHOBJICHOI CTpaTETii 1 MOJITUKK 1HGOPMAIIITHOT
Oe3reku Ta/abo kibepOe3neku opraHizaitii.

®K9. 3patHicTb  aHami3yBaTH,  poO3poOIsATH i
CYMPOBOJ/KYBAaTH CHUCTEMY ayAUTy Ta MOHITOPUHTY
e(peKTUBHOCTI (DYHKIIIOHYBaHHS 1HOOPMAIIHUX CUCTEM 1
TEXHOJIOTIH, Oi3Hec/omepamifHuX MpoLeciB B ramysi
iHpopMaliitHOT O6e3nekn Ta/abo KibepOesneku opraHizarii
B LILIOMY.

®K10. 3paTHICTP MNPOBAJUTH HAYKOBO-TIENATOTIUHY
TMiSUTbHICTh, TUIAHYBaTH HABYaHHS, KOHTPOJIOBATH 1
CYMPOBOJKYBaTH pPOOOTYy 3 TEPCOHAIOM, a TaKOXK
npuiiMaTi e(EeKTHBHI PillleHHd 3 MHUTaHb iH(OpMAaIiiHOT
6e3neku Ta/abo kibepOe3neKu.

ooamkoei komnemenmuocmi, noe’a3ami 3
0Cco0IUBOCMAMU 0CBIMHLOI NPOZPAMU:
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®K 11. 3patHicTh  NPOEKTYBAaTH,  PO3POOIIATH,
BIIPOBA/DKYBaTH 1  CYNPOBOJKYBAaTH  TPOTpaMHI  Ta
POrpaMHO-arapaTHi KOMIUIEKCH 1 CHCTeMH 3aco0iB
iHpopManiiiHoT  Oe3meku  Ta/abo  KiOepOe3reku B
iHpOpMaIifHO-KOMYHIKAllIHHIX CUCTeMax Ha 00’eKTax
KPUTUYHOI  IHQpACTPYKTypu  JAEpiKaBU,  BKIIOYAIOYH
aBialliiiHy ramyss.

®K 12. 3garHicTh A0 NPOEKTYBAHHSA, BIPOBAKEHHS,
CYIpPOBOJDKEHHSI 1H(OPMALIHHUX MEpeX 1 pecypciB, 3
MeTor0  3ale3nedyeHHs  3axuUcTy  1HQopmamii  Ta
OesriepepBHOTO  (GYHKI[IOHYBaHHS 3  BUKOPUCTaHHSM
CyJaCHMX TeXHOJIOTIH 1H(popmauiiiHOi Oe3neku Ta/abo
kibepOe3nekn Ha 00’€KTaX KPUTHYHOI 1H(pacTpykTypu
JiepKaBy, BKIIOYAIOUX aBlalliiiHy ranysb.

®K13. 3maTHICTH PO3POOIIATH Ta BIPOBAPKYBATH CTPATETIi
KiOepcTiikocTi 1H(OpMaIIfHO-KOMYHIKAI[IMHUX CHUCTEM Yy
KOHTEKCTI  KOHIIEMIli  CTaJoro  pPO3BUTKY  IUISIXOM
MiHIMI3alii KiOeppU3UKIB Ta CTBOPEHHS OE3MeYHOro
KiObeprnpocTopy Ui PO3BUTKY LHM(PPOBOTO CYCHLUIbCTBA
(ILini cramoro po3sutky 9, 11, 16).

Po3xaia 7. Ilporpamui pe3yibTaTu HABYAHHS

7.1.

[IporpamHi pe3ynbraTu
HaBuanHs (ITPH)

ITPH 1. BinbHO CHIKYBAaTHUCH JCPIKABHOIO Ta IHO3EMHOIO
MOBaMH, YCHO 1 TIMCBMOBO [UIsl TPEJICTaBICHHS 1
O0OTOBOpPEHHS pe3y/bTaTIB JOCTI/DKEHb Ta 1HHOBAIIH,
3abe3mneucHHs Oi3Hec\omepallifHuX MpOIECiB Ta MHTaHb
npodeciiftHOT TisITBHOCTI B Taimy3l iHdopMaliiiHoi O6e3neku
Ta/ab0 KibepOe3neKy.

IIPH 2. InterpyBatu (yHIaMEHTaabHI Ta CHEIiaJIbHI
3HaHHS ISl PO3B’SI3yBaHHS CKJIAIHUX 3aj1a4 iH(}OpMaIiitHOT
Oe3riekn  Ta/abo  KiOepOe3mekn y  HIMPOKUX  abo
MYJIbTHIUCIUTUTIHAPHAX KOHTEKCTAX.

IMPH 3. IIpoBaguTtu AOCHITHUIBKY Ta/ab0 IHHOBAIIIHY
IisTbHICTE B cdepl  iHpopMmamiiiHoi Oe3meku Ta/abo
kibepOe3nekr, a Takok B cdepi TEXHIYHOrO Ta
KpunTorpadiyHoro 3axucty iHpopmariii y KkibeprpocTopi.

IMIPH 4. 3actocoByBaTH, IHTETpyBaTH, pPO3POOIATH,
BIIPOBAKYBaTH Ta YIIOCKOHATFOBATH cydJacHi
iH(pOopMalliitHi TeXHOJOr11, (i3UYHI Ta MaTEeMaTUYH1 METOIU
1 wMonmemi B cdepi iHpopmamiiiHOT Oe3nekn Ta/abo
Ki0epOe3neKy.

INNPH 5. Kputnudo  ocMmucioBatu  mnpobiaeMu
iHpopMaliiiHOT Oe3meku Ta/abo kibepOe3meku, y TOMY
YHCIi Ha MDKTaly3eBOMY Ta MDKIMCHMIIIIHADHOMY piBHI,
30KpeMa Ha OCHOBI pO3YMIHHS HOBUX pE3YJIbTaTiB
IHKEHepHUX 1 (i3UKO-MaTeMaTHYHUX HayK, a TaKoX
PO3BUTKY TEXHOJOTIH CTBOPEHHS Ta BHUKOPUCTAHHS
CIEIialli30BaHOTO MPOTPaMHOTO 3a0€3MeUeHHSI.

IIPH 6. AwnanidyBaTu Ta OILIHIOBAaTH 3aXHIIEHICTbH
CHCTEM, KOMIUIEKCIB Ta 3ac00iB Kibep3aXuCTy, TEXHOJIOTii
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CTBOPEHHS Ta BUKOPHUCTAHHS CIeIiai30BaHOTO
MPOTPaMHOTO 3a0€3MEUCHHSI.
ITPH 7. OOrpyHTOBYBaTH BUKOPHUCTAHH,

BIIPOBA/DKYBAaTH Ta aHAII3yBaTH Kpalli CBITOBI CTaHIApPTH,
NPakTUKA 3 METOI pO3B’S3aHHA  CKJIaJHUX  3a/ad4
npodeciiiHoT AisTBHOCTI B Tanmy3i iHpopMmaliiHoi Oe3mexn
Ta/abo kKibepOe3meKw.

IMPH 8. ocnimkyBatu, po3poOsTH 1 CyPOBOKYBATH
cucteMH Ta 3acobu iHpopmauiiHOT Oe3neku Ta/abo
kibepOe3nekn Ha 00’ekTax iH(OpMaIIMHOI ISITBHOCTI Ta
KPUTHYHOI IHPPACTPYKTYpH.

IMPH 9. AnanidyBatd, po3poOJSTH 1 CYIpPOBO/KYBATH
CUCTEMY YIpaBIiHHS I1HQOpMaliiiHO Oe3nekoro Ta/abo
kibepOe3nekoro opraHizaiii Ha 0a31 cTpaTerii 1 MOJITHKU
1HbopMaLiiHOT Oe3MeKH.

IMPH 10. 3abe3nevuyBatu 0e3IepepBHICTh
Oi3Hec/omepariiHuX  MPOIECiB, a TAaKOX  BHUSABISITH
ypaznuBOCTI  1HGOpPMaLIfHUX CHCTEM Ta  PECypcCiB,
aHAJI3yBaTU Ta OLIHIOBATHM PHU3UKU Ul 1HGOpMaliiiHOT
Oe3reku Ta/abo KibepOe3neKkn opraHizarii.

ITPH 11. AnanizyBaT, KOHTPOJIFOBATH Ta 3a0e3medyBaTu
edekTBHE  (QYHKI[IOHYBaHHS  CHCTEMH  YIPaBIIHHSA
JOCTYIIOM 10 1H(OpMaIIMHUX PEeCypCiB BIAMOBIAHO [0
BCTAHOBJICHUX CTpaTerii 1 TOJITUKH 1HpOpMaIiifHOT
Oe3reku Ta/abo kibepOe3neku opraHizaitii.

ITPH 12. JlochimxyBatu, po3poOsiTH Ta BIIPOBAKYBATH
METOJH 1 3aX0JId MPOTHIIl KIOEpIHIIMACHTaM, 3iICHIOBATH
IpOLEAYPU YIPABIIHHSA, KOHTPOJIIO Ta PO3CIITyBaHHS, a
TAaKOX HaJaBaTH PEKOMEHJallli 1[0J0 TMOMEepe/HKEHHS Ta
aHai3y KiIOEpIHIIUJICHTIB B IIJIOMY.

ITPH 13. JlochimkxyBatu, po3po0isiTH, BIPOBAHKYBATH Ta
BUKOPHCTOBYBAaTH METOAM Ta 3aCO0U KpUNITOrpadiyHOTO Ta
TEXHIYHOTO 3axucTy iHdopmalii Oi3zHec/onepaniiHux
IpoleciB, a TaKOXX AaHaIi3yBaTH 1 HaJaBaTU OIHKY
e(eKTUBHOCTI  iX BHUKOPUCTAaHHA B  IHPOPMAIIHHUX
cucteMax, Ha o00’ekTax iHGOpPMAIIfHOT JiSUTBHOCTI Ta
KPUTHYHO1 IHPPACTPYKTYpH.

ITPH 14. AnanizyBaTu, po3poOJsiTH 1 CympOBOKYBATH
CHUCTEMYy  ayIuTy Ta  MOHITOPUHTY  €(pEeKTHBHOCTI
(GYHKIIOHYBaHHS 1HQOpPMaLIfHUX CUCTEM 1 TEXHOJIOTIH,
Oi3Hec\omepartliiiHux TporeciB y cdepi iHGpopmamniiHOT
ta\abo KibepOe3neKH B ILIOMY.

IMPH 15. 3po3yMino 1 HEABO3HAYHO JOHOCHTH BJAcHI
BUCHOBKM 3 Tmpobnem iHdopmarniiiHoi Oe3meku Ta/abo
KiOepOe3nekn, a TaKoK 3HAHHA Ta TMOSCHEHHS, M0 iX
OOIPYHTOBYIOTH JI0 MIEPCOHAITY, APTHEPIB Ta IHIIMUX OCIO.

IIPH 16. [Ilpuiimatu oOrpyHTOBaHi pillIeHHS 3
OpraHizaiiifHo-TeXHIYHUX MHUTaHb iH(pOpPMAaIiiHOT Oe3neKu
Ta/abo kibepOe3nekn y CKIaJHUX 1 HemepeadauyBaHHX
YMOBax, Y TOMY YHCJII 13 3aCTOCYBaHHSM CYYaCHMX METO/IB
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Ta 3aco0iB ONTHMI3allii, MPOTHO3YBaHHA Ta TNPHUHATTS
pilIeHb.

IMPH 17. Maru HaBHYKH aBTOHOMHOIO 1 CaMOCTIHHOTO
HaB4yaHHS y cdepi iHpopmamiiiHOT Oe3meku Ta/abo
KibepOe3rnekn 1 JOTHYHMX Taly3ed 3HaHb, aHAII3yBaTH
BJIACHI OCBITHI mOTpeOM Ta OO0 €KTUBHO OI[IHIOBATH
pe3yabTaTH HaBYAHHS.

IMNPH 18. [IlnanmyBatm  HaBYaHHA, a  TaKOXK
CYIPOBO/DKYBAaTH Ta KOHTPOJIIOBATH poOOTY 3 TIEPCOHAIOM
y Hanpsmy iHpopmarliiiHoi 6e3nexu Ta/ado KibepOe3neKu.

ITPH 19. OGupaty, aHamizyBaTH i po3poONsSTH MPHUAATHI
TUIIOBl aHAJIITUYHI, PO3PaxXyHKOBI Ta €KCHEpPUMEHTaJbH1
METO/M KIOep3axucTy, poO3poOJsATH, peayi3oByBaTH Ta
CYNPOBOJ/IKYBAaTH TMPOEKTH 3 3aXUCTy IHpopMmanii y
KiOeprnpocTopi, IHHOBAI[IMHOI JISUIBHOCTI Ta 3aXUCTYy
IHTEJIEKTyaJIbHOT BIACHOCTI.

IMPH 20. CraBuTH Ta BUpINTyBaTH CKJIAJHI iHXEHEPHO-
MpUKJIaJHI Ta HAyKoOB1 3ajadi 1HQoOpMauiiHoi Oe3neku
Ta/abo KibepOe3neku 3 ypaxyBaHHSM BUMOT BITUYM3HSHUX
Ta CBITOBHMX CTaHIAPTIB Ta KPAIIUX MPAKTHUK.

INPH 21. BukopucTtoByBaTH METOJM HATYypHOTO,
GI3BUYHOTO 1 KOMITIOTEPHOTO  MOJCIIOBAHHS  JUIS
JOCIIJKEHHSI TIPOIECIB, SIKI CTOCYIOThCA 1HGOpMAIITHOT
Oe3reku Ta/abo KibepOe3neKu.

ITPH 22. IlnanyBaTu Ta BUKOHYBaTH €KCIIEPUMEHTANIBHI 1
TEOPETUYHI JTOCTIPKCHHS, BUCYBATH 1 IEPEBIPSITH TIMOTE3H,
obuparu uIsi MBOTO MPUIATHI METOJAM Ta IHCTPYMEHTH,
3MIMCHIOBATH CTAaTHCTHYHY OOpPOOKY MaHMX, OIIHIOBAaTH
JOCTOBIPHICTh PE3YJbTaTIB JOCTIIHKCHb, apryMEHTyBaTH

BHCHOBKH.
INPH 23. OOGrpyHToByBaTM BHOIp MNPOTPaMHOIO
3a0e3nedYeHHS, YCTaTKyBaHHS Ta IHCTPYMEHTIB,

IH)KEHEPHUX TEXHOJIOTIM 1 MpOIEeCiB, a TaKOXX OOMEXEHb
o0 HUX B Tramy3l iHdopmamiiiHoi Oe3meku Ta/abo
KiOepOe3nekn Ha OCHOBI CyYaCHHUX 3HaHb y CYMDKHHX
rajy3sx, HayKOBOi, TEXHIYHOT Ta JOBIIKOBOI JIITEpPAaTypH Ta
HIIOT JOCTYMHOT iH(pOpMaIii.

Jlooamkoeuii  npozpamuuii  pe3yiomam  HAGUAHHA,
no6’a3anuil 3 0coOAUBOCMAMU OCBIMHBOT NPOZPAMU:
ITPH 24. BupimyBatu  3amaui  IOpOEKTYBaHHS — Ta
CyIpoOBOJAY 3axMIIEHMX IHQOpMaLifHMX Mepex Ta
KOMIUIEKCIB 3 BUKOPUCTAHHSM CYYaCHMX METOMIB Ta
TEXHOJIOTI 3a0e3nedeHHs iH@opmauiiiHoi O6e3neku Ta/abo
kibepOesrekn  ansi 3a0e3MedYeHHs] HEeOOXiTHOTO pPIBHS
3aXMIIEHOCTI Ha 00’€KTax KpPUTHYHOI 1H(PACTPYKTYpH
Jiep>KaBH, BKIIIOUAIOUYH aBialliiiHy ramy3b.

ITPH26. Po3pobisaiTd Ta BOPOBAKYBAaTH CTparterii
KibepcTiikocTi  iHGOPMALIITHO-KOMYHIKAI[ITHUX ~ CHCTEM
HIIAXOM 33aXHUCTy KPUTHUYHOI IM(POBOi iH(PACTPYKTYypH,
MIABUINECHHS CTIHKOCTI iHGOpPMaLIfHUX CHCTEM JI0 aTak Ta
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kibep3arpo3am (BimmoBigHo a0 L{utel cTamoro po3BUTKY 9,
11116)

Po3ain 8. Pecypc

He 3a0e3neveHHs peasizaunii nporpamMu

8.1.

Kanpose 3abe3neueHHs

Bci HaykoBo-TiearoriyHi mpamiBHUKA, MO 3a0€3MeYyIOTh
OCBITHBO-TIpOQECiiiHy ~ Tporpamy  3a  KBajidikalliero
BIANOBIIAIOTh NpoUII0 1 HampsMy JUCHUIUIIH, IO
BUKJIAJaIOTLCSI, MalOTh HEOOXIOHHUH CTaX MeIaroriafoi
po0oTH Ta nocBi npakTu4yHOi podoTu. [lin yac opranizarii
HAaBUAJBHOTO TIPOLIECY 3alydaloThCcs TMpodecioHan 3
JIOCBIZIOM JIOCIIAHUIIBKOI, YIPaBIIHCHKOI, 1HHOBAIlIIHOI,
TBOPUOi Ta (haxoBOi poOOTH, IHO3EMHI JIEKTOPH.

8.2.

MarepiainbHO-TEXHIUHE
3a0e3neyeHHs

HaBuanbHi mnpuMmillieHHs, KOMITIOTEpHI poboui Micis,
MYJIbTUMEIIIMHI KJIaCH TO3BOJIIOTH TOBHICTIO 3a0€3MEeYNTH
OCBITHI TpoOLIEC MPOTATOM YChOTO LMKIY MIATOTOBKH 3a
OCBITHBOIO ITPOTPAMOTO.

8.3.

[HdopmartiitHe Ta HAaBYAIHHO-
MeETOINYHE 3a0e3IIeYeHHS

Odimiitauii  BeO-caiir  Www.kai.edu.ua MICTHTh
iHGOpMallil0 PO OCBITHI MPOrpaMy, HaBYAJIbHY, HAYKOBY 1
BUXOBHY JAISUIBHICTh, CTPYKTYpPHI MIAPO3JUIH, TpaBuia
npuiioMy, KOHTaKkTH. Marepiaii HaBYaIbHO-METOIUYHOTO
3a0e3MeUYeHHs]  OCBITHROI  MPOTPaMHM  BHUKIAJEHI B
pemno3urapii HAY 3a TTOCUJTAaHHSIM
https://er.nau.edu.ua/handle/NAU/9161

VYci pecypcu HayKOBO-TEXHIYHOT O10MIOTEKHM JOCTYMHI
4yepe3 CalT yHIBEPCHUTETY:

http://www:.lib.nau.edu.ua

YuranpHuil 3an 3abe3neueHuil 0€3pOTOBUM JOCTYIIOM JI0
Mepexi [HTepHer.

Enextponnuit penosutapiii HaykoBoi OiOmiorekn KAI:
http://er.nau.edu.ua

Po3ain

9. AkageMiuyHa MOOJILHICTD

9.1.

HarrionanpHa KpeMTHA
MOOUIBLHICTB

Y pamkax aBocTOpoHHIX goroBopiB Mmik JHIT Y
KuiBchbkuii  aBiamiiiHMii  IHCTUTYT Ta  BITYM3HSAHUMU
3aKJIaJaMU BUIOT OCBITH.

9.2.

MbKHapO HA KpeAUTHA
MOOUIBLHICTD

VY pamkax Epazmyc+K1 norosip mpo criBpOOITHHIITBO MDK
JHIT AV KuiBcbkuil  aBialifiHUN  IHCTUTYT Ta
HaBYaJIbHUMM 3akinagamu €C

9.3.

HaBuaHHs iHO3eMHUX
3100yBaviB BUIIOI OCBITH

CTBOpeHO yMOBM JJIsi HaBYaHHS I1HO3EMHHX 3100yBadiB
BHUIIOI OCBITH.



http://www.kai.edu.ua/
https://er.nau.edu.ua/handle/NAU/9161
http://er.nau.edu.ua/
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OCBITHBO-ITPO®ECIITHA TIPOTPAMA up CMs KAI OIT M
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v nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH
3a CIeLiaIbHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii» CTOp' 14521

2. llepeJiik KOMIIOHEHTIB OCBITHLO-MPo(eciiiHol mMporpamMu Ta iX JOriyHa NOCJIiA0BHICTH
2.1. Ilepeik ocBiTHix komnoHeHTiB OIIII

Kon v/n | Komnonentu ocBiTHRO-TIpodeciitHoi nporpamu (HaB4yaibH] Kinb- dopma Cemectp
JIUCIMILIIHH, KICTB i ICYMKOBOT'O
KYPCOBI IPOeKTH (poOOTH), MPAKTUKH, KBaJTi(iKaliiiHa | KpeTuTiB KOHTPOJIIO
pobora)
O00B’s13k0Bi koMnonenTn OIIII
OK1 |/limoBa iHO3eMHA MOBa 3,5 |[Ex3amen 1
. S o . ngepeHIiHoBaHuI
OK2 |HaykoBi komyHikaii y (haxoBii AissIbHOCTI 3,5 ilan(ibK PeHll 2
OK3.1 MeTooIorist IpUKIaTHUX JOCIiKEeHb Y chepi 6.5 JTndepenuiiioBanuii 1
" |kibepOe3nexu ' 3astiK
KypcoBuii IPOEKT 3 TUCHUILTIHU METOI0OT sl PUKJIaTHUX
0OK3.2 My . P .H. H A p a 1,5 [Baxucr 1
nociikeHs y chepi Kibepoesneku
OK4 |Meroau noOynoBH Ta aHai3y KPHUIITOCHCTEM 6 Exzamen 1
MoenoBaHHs Ta ONTHMi3allisi 0E3MEKOBUX MPOIIECIB
OK5 DACTIOBE . a pott 6 Ex3amen 1
aBiarlifiHol ramysi
. . ndepeHIIiHoBaHMIA
OK6 [MoHniTOpHHT Ta ayauT KibepOe3neku 6,5 A d) peHll 1
ENIIY
OK7 [3axucr komyHikamiitHux Mepex 3acobamu Cisco 5,0 |Ex3amen 2
OK8.1 T.CXHOJIOFII CTBOPEHHS Ta 3aCTOCYBAHHS CUCTEM 3aXUCTY 25  |Exsamen 2
Ki0ennnocTony
KypcoBa po6ora 3 aucuuriiny TexHonorii cTBOpeHHs Ta
oKg.2 | YPeorap Aett . P 1,0 Paxucr 2
3aCTOCYBAaHHS CHCTEM 3aXHCTy KibepIpocTopy
OKg  |HayKoso-nociinua npaxtika y chepi Oesnexn 6.0 Judepenuinosanuii 5
iHpOpMAaIIHUX 1 KOMYHIKAIIHHIX CUCTEM ' 3K
OK10 [[lepepmurioMHa npakTHKa 9,0 Hﬂq)epeHmHOBaHHH 3
3aJiK
OK11 [KBamidikamiitna podora 9,0 [Baxmct 3
3arayibHuii 00cAT 000B'AI3KOBHX KOMIIOHEHTIB: 66 kpeauris EKTC
BuéipkoBi koMnoneHTu *
. ndepeHIiioBaHuH
BK 1 |ducuumrina 1 4,0 A (1) PCHIL 2
3aJliK
BK 2 Jucruriina 2 40 JTudepenuiioBannit 2
BaJIiK
ucrturiina 3 JTudepenuiioBannit
BK 3 40 Lok 2
BK 4 Jucrurina 4 40 JTudepenuiioBannit 3
' 3aTiK
BK 5 ucrmrmiiza 5 40 JTudepenmniioBannit 3
' 3aTiK
BK 6 Jucruriina 6 40 JTudepenmniioBannit 3
' 3aTiK
3arajbHuii 06cAr BUGIPKOBMX KOMIIOHEHTIB 24 kpenuti EKTC
3araibHuii 00cAr ocBiTHRO-TIpodeciiiHoi mporpamu 90 kpeautiB EKTC

*Peanizayiss npasa 3000y8auig uwioi oceimu Ha GilbHULl 6UOIP HABUATLHUX OUCYUNIIH MA CMBOPeHHs IHOUBIOYAIbHOT
oceimnboi mpackmopii pecnamenmyemucs 3axonom Yrpainu «IIpo euwy oceimy» ma enympiwHinu nopmamuernumu akmamu HAY.



Y KAI

CHcTeMa MeHeIKMEHTY SIKOCT1
OCBITHBO-TTPO®ECIIHA [TPOTPAMA
«Bbe3nexa indopmaniiinnx i komyHikaniiiHuX cucTemM»
nepuroro (6akanxaBpChKOro) piBHS BHINOI OCBITH
3a CIIELiIBHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii»

udp
JIOKYMEHTA

CMs KAIOIIM
1D65513- 01 — 2025

Crop. 15321

2.2.

CTpyKTypHO-/10TiYHa cXeMa OCBiTHbO-npodeciiiHol mporpamMu

1 cemecTp 2 cemecTp

OK1 —— OK2

3 ceMecTp

OK3.1

!

OK3.2

OK4

'

OKS

OK®6

BK1

BK2

BK3

< | OK10

= | OK11

BK4

BKS

BK6




Cucrema MEHEIKMEHTY SIKOCTI

OCBITHBO-TIPOGECIIHA TIPOTPAMA Mudp CMS KAI OIT M

Y KAI «Be3neka ingopmaniiinux i KomyHikamiiiaux cucrem» JIOKyMEHTa ID65513- 01 — 2025
v

nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH

F5 «Kifepbe3neka Ta 3axuct indopmanii»

3a CIEiaJIbHICTIO CTOp. 163 21

3. ®opma aTecTanii 3100yBaviB BUILOI OCBITH

dopmu arecrarii
3100yBaviB
BHIIOT OCBITH

Atecramist  3midCHIOETBCS Yy  QopMmMi  MyONIYHOTO  3aXHCTY
kBaidikarmiiftHoi podoTH.

Bumoru iy}
KBauTiikaiitHo1
poboTtu

Ksamigikariitna poGota Mae po3B’si3yBaTH CKJIQJAHY  3a/Jady
iHpopManiiiHOT Oe3neku Ta/abo kibepOesneku 1 mependayaTu
MPOBECHHS JOCIIKEHb Ta/ab0 3/1iHCHEeHHS IHHOBAITIH.
Kgsanigikariitna poOoTa He MOBUHHA MICTUTH aKaJIEMIYHOTO Tjariary,
(abpukaii, panbcudikarii.

Ksanidikariitna po6ora mae Oyru po3MinieHa Ha oQiliifHOMY cailTi
(abo y pemosuTapii) 3akiaay BHUIIOT OCBITM ab0 WOTO MIiAPO3NLTY.
OnpuntogHeHHsT KBaliiKaliMHUX pPOOIT 3 OOMEXKEHMM JOCTYIIOM
3IIMCHIOETHCS BIAMOBIAHO 1O BUMOT 3aKOHOJABCTBA.
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«be3nexa ingopmaniiinux i KoMyHikaniiiHUX cucTeM» JIOKyMEHTa 1D65513— 01 — 2025
v nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH
3a CIeLiaIBHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii» CTOp' 17321

4. Matpuus BiilOBiIHOCTI MPOrpaMHHUX KOMIIETEHTHOCTEH

KOMIIOHEHTaM OCBiTHbO-NpodeciliHOl mporpamMu

KomnonenTn
|22 dizielelzlgegEER g
CICIC|5|0|9|C 0|05 |0lor =
IK Folal w4+ |+ |+ ]+ +]+]+
3K1 + |+ +l+ |+ |+ |+ | F|FH]|+|+]+
3K2 + +l+ |+ |+ |+ | F|FH]|+|+]+
3K3 I NS
3K4 + [+ |+ o S S T A A A
3K5 + |+ + o R T I A T
dK1 + + |+ |+ |+ ]+
DK2 + + 4|+ |+ ]+
PDK3 + + |+ + 4+ + [+ |+
PKA4 + + I+ + [+ ]+
DK5 o+ |||+ |+
dK6 + | + + + |+ |+
K7 + + + |+ |+
PK8 + |+ 4|+ |+ ]+
DK + + + |+ |+
PK10 + |+ + |+ |+
K11 + |+ |+ |+ |+ |+
DK12 + |+ |+ |+ |+ |+
K13 AR




Cucrema MEHEIKMEHTY SIKOCTI

OCBITHBO-IIPOGECIIHA TIPOTPAMA ugp CMS KAI OI1 M
«Bbe3nexa indopmaniiinnx i komyHikaniiiHuX cucTemM» JIOKyMEHTa 1D65513— 01 — 2025
v nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH
3a CIeLiaIBHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii» CTOp' 18321

5. Marpuus 3a0e3nedeHHs1 NporpaMHux pe3y/bTaTiB HaBuyaHHs (IIPH)

BiINOBiAHMMHU KOMIIOHEHTAMM OCBITHLO-NIPOdeciiiHoi mporpamu

KomnonenTn
2222285282 222%

IMporpamui ClCIg|e|C|CIPCiT|Clolor <

pe3yabTaTH

HABYAHHS
IIPH1 + |+ + F |+ |+ ][+ |+ ]+ [+
TPH2 + |+ [+ |+ + |+ |+ |+ + |+ |+
IPH3 o
[IPH4 + |+ |+
PH5 + + + |+ |+
IPH6 + |+ |+ [+ ]+ + |+ |+
IPH7 + + + |+ |+
IPHS + + |+ |+ ][+ |+ ]+ [+
TPH9 + + + + |+ |+
MPH10 + I ey e
MPH11 + + [+ |+ |+ |+
MPH12 + g oy e
NPHI3 ¥ |+
NIPH14 n |+
PH15 + | + + |+ +][+ |+ ]+ ][+
IPH16 + + ++ [+ |+ |+
MPH17 + |+ + + |+ |+ +][+ |+ ]+ ][+
IPH18 + + |+ |+ + |+ ]+ ][+
IIPH19 + +| + ++ [+ [+ |+
TIPH20 + |+ + |+ + |+ |+
MPH21 + |+ |+ +][+ |+ ]+ ][+
TPH22 + ++ [+ |+ |+
MPH23 + Fl [+ ||+ ]+ |+ ]+
MPH24 FlH |+ |+ + |+ ]+ [+
ITPH25 Fl+ [+ + ]+ + ]+
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OCBITHBO-TIPO®ECIHA TIPOT PAMA ugp CMS KAI OI1 M
«Bbe3nexa indopmaniiinnx i komyHikaniiiHuX cucTemM» JIOKyMEHTa 1D65513— 01 — 2025
v nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH
3a CIeLiaIbHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii» CTOp' 19321

6. Cuctema BHYTPIIIHbOT0 3a0e3ne4eHHs AKOCTi BUloi ocBiTn HAY

SIKicTb  OCBITHBO-TIpO(ECiiiHOI  TpoTrpaMM  BU3HAYAETHCS  BHYTPIIIHBOK  CHCTEMOIO
3a0e3neueHHs SIKOCTI BUIIOI OCBiTH Ta ocBiTHROI mistibHOCTI KAI, sika ¢yHKIiOHYe 3rimHO 3
[TonoxkeHHSIM PO CcUCTEMY 3a0e3MeYeHHS SIKOCT1 BHINOI OCBITH Ta OCBITHBOI ISUTBHOCTI Ta
BiamoBigae BuMoraMm 3akoHy Ykpainu «IIpo Bumy ociry» Bim 01.07.2014 Ne 1556-VII (i3
3MiHaMu; po3ait V «3a0e3neyueHHs IKOCT1 BUILIOT OCBITUY, CTATTs 16).

7. Ilepenik HOpMATUBHUX IOKYMEHTIB,
Ha SIKUX 0a3y€ThCsA OCBITHLO-TPOeciiina mporpama

1. 3akon Vkpaiau «[Ipo ocBity» Bim 05.09.2017 Ne 2145-VIII (i3 3minamu) [EnekrponHmii
pecypc]. — pexum noctymy: http://zakon.rada.gov.ua/laws/show/2145-19

2.3akon VYxkpaiam «[Ipo Bumy ocBity» Bim 01.07.2014 Ne 1556-VII (i3 3miHammu)
[EnexTponHMiA pecypc]. — pexxum noctymy: http://zakond.rada.gov.ua/laws/show/1556-18

3. [locranoBa KaGinery MinictpiB Ykpainu Big 23.11.2011 Ne 1341 «IIpo 3aTBepIkKeHHS
HamionansHoi pamku kBamidikariii» (i3 3miHamu) [EnekTpoHHUN pecypc|. — pPeXHM AOCTYITY:
https://zakon.rada.gov.ua/laws/show/1341-2011-n

4. Cranaapt BuIIOi OcBITH 31 crienianibHOCTI 125 KibepoOesneka 12 [ndopmartiitHi TexHoIOTIi
JUTSL APYTOTO (MaricTepchKOT0) PIBHS BUIOT OCBITH, 3aTBEPHKCHUN Haka3oM MIiHICTEpCTBA OCBITH 1
Hayku Ykpainu Big 18.03.2021 Ne 332

5. TlocranoBa Kabinery MinictpiB Ykpainu Bim 29.04.2015 Ne 266 «IIpo 3arBepmkeHHS
MepeNTiKy Taly3el 3HaHb 1 CTICIIAIbHOCTEH, 3a SKUMU 3IMCHIOETHCS MIATOTOBKA 3/100yBayiB BUIIO1
OCBITHY (13 3MIHAMU) [EnextponnmMit pecypc]. — pexuM JOCTYTIY:
https://zakon.rada.gov.ua/laws/show/266-2015-i

6. Hamionaneumii  knacudikatop Ykpainu. Krnacudikaiis BUIIB €KOHOMIYHOT ISTTBHOCTI:
JIK 009:2010, 3aTBepmxenuii HakazoMm JlepskcniokuBctanaapty Ykpainu Big 11.10.2010 Ne 457 (i3
3MiHaMH) [EnexTpoHHUi pecypc]. - pexKUM JIOCTYILY:
https://zakon.rada.gov.ua/rada/show/vb457609-10


https://zakon.rada.gov.ua/laws/show/1341-2011-п

Cucrema MEHEIKMEHTY SIKOCTI

OCBITHBO-[TPODECIAHA TIPOTPAMA ugp CM3 KAI OIT M
Y KAI «Be3neka ingopmaniiinux i KomyHikamiiiaux cucrem» JIOKyMEHTa ID65513- 01 — 2025
v nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH
3a CIIELiIBHICTIO
F5 «Kifepbe3neka Ta 3axuct indopmanii» Crop. 20321
(@ 03.02 - 01)
APKYII NOMNIMUPEHHSA TOKYMEHTA
Kymu .
No nepeaaHo ,HaTa. [LLb. otpumyBaua 1lizmec [Tpumitku
opum. | . : B 1a4i OoTpHMyBaua
(mapo3ain)
(@ 03.02 - 02)
APKYII O3HAMOMJIEHHS 3 JOKYMEHTOM
No [Tigmuc Hara
HOI; [Ipi3BuIe iM'st MO-6aTHKOB1 03HaWOMJIEHOT 03HalOM- [Tpumitku

ocoon JIEHHS




Y KAI

CucremMa MeHeKMEHTY SIKOCT1
OCBITHBO-TIPO®ECIMHA IIPOTPAMA
«be3neka ingopmaniiinnx i komyHikaniiiHuX cucrem»
nepioro (6akaiaBpcbKOro) piBHsl BHIIOI OCBITH

3a CIEiaJIbHICTIO

F5 «Kifepbe3neka Ta 3axuct indopmanii»

udp
JIOKYMEHTA

CMs KAIOIIM
1D65513- 01 — 2025

Crop. 21321

APKYIII PEECTPAIIII PEBI3II

(@ 03.02 — 04)

Ne . - i . e . BucHOBOK 1010
1op. [Ipi3Bumie imM'st m0-6aTHKOBI [ara peBi3ii ITiamc ANeKBATHOCT]
(P 03.02 - 03)
APKYHI OBJIKY 3MIH
. IMinmuc
No Ne nmucra (cTopiHkm) ocobu, Jlata Jlata
3MiI_{I/I AHVIIEO- sIKa BHECCHHS | BBEICHHA
3minenoro | 3aminenoro| HoBoro Bazoro BHECIIa 3MIHHU 3MIHHA
3MIHY
(P 03.02 - 32)
Y3I'OJKEHHS 3MIH
ITignuc Inimianu, npizBuie ITocana Jlata
Po3pobruK
V3romkeHo
V3romkeno
V3romkeno




